r\Qn
o

Scouts

Croydon District

Croydon District Scout Council

Website and Social Media Policy



...20f13

CONTENT

Page
Content 2
Purpose 3
General Policy 3
Duty of Care 4
Operation and Management 5
Personal Sites 6
Group and Centre Sites 7
District Explorer Scout Unit Sites 9
District Scout Network Unit Sites 9
District Active Support Unit Sites 10
District Sites 11
Bears Wood/Pinewood Sites 12
Occasional/Other Sites 13
Important Note 13

Alterations to this Policy 13



..30f13

PURPOSE

This document sets out Croydon District Scout Council (hereafter referred to as the
District) expectations and policy with regards to the management and oversight of
all Scout websites and all other social media platforms being operated in the District.

GENERAL POLICY

One of the functions of the District Board of Trustees is to uphold the values of
Scouting and to protect the name and the image of Scouting. In this respect the
District has a responsibility to ensure that the reputation of Scouting is not bought
into disrepute by the action(s) of any one individual or group of individuals.

Websites and social media platforms are valuable resources which enable us to
communicate freely with each other, our members, exchange views and ideas,
communicate with parents/carers and members of the general public. However, it is
essential that these resources are managed in a responsible and professional
manner at all times.

For the sake of clarity and for the purpose of this document social media platforms
are deemed to be any method of digital, virtual or electronic communication made
using any device. They include personal blogs, chat rooms (and groups) and the
multitude of other social media platforms such as Facebook, Instagram and Twitter.

It should be remembered that our adult volunteers are often seen as role models by
our young people and that parents and carers expect us to act in a responsible and
professional manner at all times. Therefore, any posts made on any websites and or
social media platforms must be accurate, compliant, relevant and appropriate.

Additionally individuals using any Scout website or social media platform must not
use these media to promote or advance their own personal views, interests and or
agendas for any purpose or reason.

All individuals using any Scout (Group, Centre, Unit or District) social media platform
within the District have a right to be treated with due courtesy and respect. The
trolling (in any form) of any individual (or individuals) is unacceptable and goes
against our Scouting values.
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For the purpose of this document the definition of trolling is (but not restricted to)
threatening, abusive, offensive, malicious, derogatory, inflammatory, libellous,
misleading or false posts made by an individual (or individuals) against another
individual (or individuals).

Additionally, any posts on any social media platforms (Scout or otherwise) relating
to concerns regarding an individual (or individuals) conduct, behaviour or relating to
any safeguarding matters (ongoing or otherwise) are strictly forbidden. Any
concerns in these areas must be reported through the appropriate safeguarding
channels to the District Commissioner.

Whilst the District upholds the value of free speech it should noted that any
appointment holder (or holders) posting material (in any form) on any Scout platform
which is deemed to be inappropriate is (are likely) to face suspension and further
investigation for potentially bringing the reputation of the District and or The Scout
Association into disrepute.

For the purpose of this document the definition of inappropriate material (in any
form) is considered to be (but not restricted to) overtly political, discriminatory (in
any form), threatening (actual or implied), blasphemous, racist, sexist, homophobic,
extreme, inflammatory, offensive, derogatory, sexualised or pornographic.

It should be noted that the District Lead Volunter and or the District Board of
Trustees have the right (and responsibility) to remove any individual (or individuals)
access rights to any authorised Scout platforms(s) in the District in the event of any
inappropriate or unacceptable behaviour.

In addition, the District Lead Volunteer and or the District Board of Trustees have the
right (and responsibility) to close down any Scout platforms(s) in the District which
are not being managed and operated in a professional and responsible manner.

DUTY OF CARE

As a responsible organisation The Scout Association has a duty of care to all its
members including its adult volunteers. In this respect it is important that all adult
volunteers fully understand their roles and responsibilities and to aid this (and also
ensure best practice) training is available appropriate to the role(s) held.
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Additionally, all adult volunteers are expected to be fully aware of the safeguarding
policies and procedures of The Scout Association and in particular must be familiar
with (and follow) the contents of the latest version of the “yellow card”. This is to
ensure the protection of both young people and adult volunteers alike.

The Scout Association have insurance(s) in place to protect its adult volunteers
whilst they are engaged on authorised Scouting business. Naturally these
insurances are only valid where the rules and policies of The Scout Association have
been implemented and followed in full.

OPERATION AND MANAGEMENT

All websites and social media platforms must be operated and managed in
accordance with the latest requirements of The Scout Association and must comply
with the latest legislation in respect of data protection and safeguarding. They must
also be operated and managed in a responsible and professional manner.

At Group or Centre level the Board of Trustees must approve the opening of any
website or social media platform(s) being used by the Group, Centre or any of its
Sections. They must also ensure that the content is up to date, accurate, compliant,
relevant and appropriate.

The Group or Centre Board of Trustees should regularly review all the websites and
social media platforms (that are operating in their name) to ensure that they are
compliant and are being operated and managed in a responsible and professional
manner. ldeally the Board of Trustees should have an agreed policy in place for the
management and oversight of the same.

At District level the District Board of Trustees are responsible for the management
and oversight of all websites and social media platforms that are being operated by
the District. This includes the platforms for the District Explorer Scout, Scout
Network, Scout Active Support Units and Bears Wood and Pinewood.

In accordance with the terms of this policy the District Board of Trustees will
regularly review any of the platforms which are being operating by the District to
ensure that they are compliant and are being operated and managed in a
responsible and professional manner etc.
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Where local expertise is not available to set up and run a website or social media
platform(s) it is perfectly acceptable to use a third party. However, it is important for
any third party to appreciate and understand the requirements of The Scout
Association in respect of data protection and safeguarding.

The following, details the Districts expectations and policy in respect of all websites
and social media platforms:

PERSONAL SITES

It is important for all Leaders, Lead Volunteers that as representatives of the Scout
Association that they have a responsibility to uphold the values of Scouting and not
to bring the reputation of Scouting into disrepute by their actions or words.

Therefore, to protect personal privacy and maintain free speech all personal social
media platforms (such as Facebook, personal blogs etc) operated by any
appointment holder should be locked down with the appropriate privacy and
password settings in place in order to avoid our young people and unauthorised
members of the general public from gaining access.

To comply with safeguarding requirements adult volunteers must not engage in
communication (of any sort) with young people using their own social media
platform(s). All communication with young people must be conducted via the
appropriately approved Group, Centre or Unit social media platform(s).

Images (pictures or videos) of any adult individuals involved in Scouting activities
should only be used on personal media platforms with the prior approval of the
individuals involved. To comply with safeguarding requirements the use of images
of our young people on personal social media platforms is expressly prohibited.

Where personal social media platforms are not locked down (or secure) and are
therefore potentially visible to our young people and members of the general public
the content of the site should be appropriate and must not risk bringing the
reputation of Scouting into disrepute.
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To avoid any confusion inappropriate material (in any form) is considered to be (but
not restricted to) overtly political, discriminatory (in any form), threatening (actual or
implied), blasphemous, racist, sexist, homophobic, extreme, inflammatory, offensive,
derogatory, sexualised or pornographic.

GROUP AND CENTRE SITES

The Group Lead Volunteer or equivalent Line Manager and the Group or Centre
Board of Trustees are responsible for the management and oversight of the Group,
Centre and Section(s) websites and social media platforms. The Board of Trustees
is also responsible for approving the opening of all platforms.

In addition, they are responsible for ensuring that the Group or Centre upholds the
values of Scouting and that the action(s) of any individual (or individuals) connected
with the Group or Centre do not bring the reputation of Scouting into disrepute.

They should also ensure that there is a robust system in place to ensure that the any
content uploaded onto to a Group, Centre or Section websites is up to date,
accurate, relevant, compliant and appropriate. They also have a responsibility to
monitor the content of any authorised Group, Centre or Section social media
platform(s) to ensure that the content is appropriate.

Under no circumstances must material (in any form) which is overtly political,
discriminatory (in any form), threatening (actual or implied), blasphemous, racist,
sexist, homophobic, extreme, inflammatory, offensive, derogatory, sexualised or
pornographic be uploaded onto any Group, Centre or Section websites or social
media platforms.

Where images (photos or videos) of individuals involved in Scouting activities are
used prior permission must have been obtained from the individuals involved. The
individuals concerned must have also been informed of the intended use(s) of the
images. Where the images of young people are being used prior consent must be
obtained from Parents or Carers.

In order to comply with safeguarding requirements where images of young people
are used on a site which is accessible to members of the general public the full
names of the young people shown must not be used.
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All images used must be appropriate and compliant. In this respect where
individuals (young people or adults) are involved in activities (adventurous or
otherwise) they must be shown behaving responsibly, following the relevant safety
guidelines and wearing the appropriate clothing and or equipment.

Additionally, where restrictions are in place due to covid (or similar) it is important to
ensure that any images reflect this. An example of this is would be that social
distancing measurers are being followed and that (where required) masks are being
worn.

Group, Centre or Section websites should ideally be divided into two separate areas.
There should be a secure members area which is password protected with access
only for pre-registered and authorised individuals. There should also be a public
area to publicise and promote the activities of the Group, Centre or Section.

For safeguarding reasons careful consideration should be given prior to publishing
(in the public area of the website) the advance dates and details of any events and
activities involving young people (i.e., camps and other outdoor activities).
Additionally, in order to comply with data protection, the personal details of any
individual(s) must not be published in the public area without their prior consent.

Group, Centre or Section social media platforms should also be secure and
password protected with access only for authorised individuals. Access should not
be allowed to any members of the general public or anyone deemed to be under age
by the operators of the particular platform being employed.

The Group or Centre Board of Trustees have the right (and responsibility) to remove
any individual (or individuals) access rights to any or all of their platforms in the
event of any inappropriate or unacceptable behaviour.

Additionally, they have the right (and responsibility) to close down any platforms
which are not being managed and operated in a responsible and professional
manner.

In the event of any breach of security or inappropriate content being posted on any
Group, Centre or Section website or social media platform then the platform must be
closed down immediately and the matter reported to the District Lead Volunteer.
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DISTRICT EXPLORER SCOUT UNIT SITES

The District Explorer Lead Volunteer, District Lead Volunteer and the District Board
of Trustees will work together with the individual Explorer Scout Units to ensure that
their websites and social media platforms are managed and maintained in
accordance with the terms of this Policy.

The requirements and expectations for the management and operations of the
individual Explorer Scout Units websites and their social media platforms are
identical to those detailed for Groups, Centres and Sections.

The appropriate parental consent should be obtained to allow young people to be
able to access social media platforms operated by their Unit(s) and particular
attention should be paid to age restrictions imposed by the operators of the
platforms being employed.

Individual Explorer Scout Leaders and or the District Explorer Lead Volunteer have
the right (and responsibility) to remove any individual (or individuals) access rights to
any or all of their platforms in the event of any inappropriate or unacceptable
behaviour.

Additionally, the District Lead Volunteer, District Explorer Lead Volunteer and or
District Board of Trustees have the right (and responsibility) to close down any
Explorer Unit platforms which are not being managed and operated in a responsible
and professional manner.

In the event of any breach of security or inappropriate content being posted on a
Unit website or social media platform then the site must be closed down
immediately and the matter reported to the District Explorer Lead Volunteer, District
Lead Volunteer and District Chair.

DISTRICT SCOUT NETWORK UNIT SITES

The District Scout Network Leader(s), County Scout Network Lead Volunteer, District
Lead Volunteer and the District Board of Trustees will work together with the District
Scout Network Unit to ensure that their website and social media platform(s) are
managed and maintained in accordance with the terms of this Policy.
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The requirements and the expectations for the management and operations of the
District Scout Network Unit website and social media platform(s) are identical to
those detailed for Groups, Centres and Sections. It should be noted that the Unit is
obliged to comply with any additional or varying requirements made or requested by
the County.

The District Network Scout Leader(s) and or the County Scout Network Lead
Volunteer have the right (and responsibility) to remove any individual or individuals
access rights to any or all of their sites in the event of any inappropriate or
unacceptable behaviour.

Additionally, the District Lead Volunteer, County Scout Network Lead Volunteer
and or District Board of Trustees have the right to close down any Network Unit
platform which is not being managed and operated in a responsible and
professional manner.

In the event of any breach of security, inappropriate content being posted on the
Unit website or social media platform(s) then the platform must be immediately
closed down and the matter reported to the District Lead Volunteer, County Scout
Network Lead Volunteer and District Chair.

DISTRICT SCOUT ACTIVE SUPPORT UNIT SITES

The District Lead Volunteer and the District Board of Trustees will work together
with any Scout Active Support Units to ensure that their websites and social media
platforms are managed and maintained in accordance with the terms of this Policy.

The requirements and expectations for the management and operations of the
individual Scout Active Support Units websites and social media platforms are
identical to those detailed for Groups, Centres and Sections.

It should be noted that the District Lead Volunteer and or the District Board of
Trustees have the right (and responsibility) to remove any individual or individuals
access rights to any platform(s) in the event of unacceptable behaviour.

Additionally, they have the right (and responsibility) to close down any platforms(s)
which are not being managed and operated in a responsible and professional
manner.
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In the event of any breach of security, inappropriate content being posted on a Unit
website or social media platform then the platform must be immediately closed
down and the matter reported to the District Lead Volunteer and District Chair.

DISTRICT SITES

The District Lead Volunteer and District Board of Trustees are responsible for the
management and oversight of the District websites and social media platforms. In
this respect the responsibility has been delegated to the District Public Relations
Committee if activated.

The District Public Relations Committee if activated will ensure that the District
websites and social media platforms are operated in accordance with all the latest
guidance from The Scout Association, all current data protection legislation and the
latest safeguarding requirements.

In addition, they will also ensure that the content of the District website and social
media platforms is up to date, accurate, relevant, compliant and appropriate. They
will also ensure that the terms of this policy are adhered to and followed.

The District website is divided into two separate areas. There is a secure members
area which is password protected with access only for pre-registered and
authorised individuals. There is also a public area to publicise and promote the
activities of Croydon Scouting.

Generally, the images (photos or videos) used on the public side of the District
website will be generic. Where images are used of individuals from Croydon
Scouting in either the public or members areas of the site the appropriate
permission(s) will be obtained prior to using the material.

All images used will be appropriate and compliant. Where individuals (young
people or adults) are involved in activities (adventurous or otherwise) they will be
shown behaving responsibly, following the relevant safety guidelines and wearing
the appropriate clothing and or equipment. Where addition restrictions are in place
due to covid (or similar) any images will reflect this.
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The District social media platforms are secure and password protected with access
only for authorised individuals. There is no access for members of the general public
and every effort is made to ensure that the age restrictions imposed by platform
operators are complied with.

The content of the District social media platforms will be regularly monitored to
ensure that it is accurate and appropriate. Any inappropriate material will be
immediately removed and the individual or individuals responsible for the post(s)
may have their access rights to the site(s) removed and where applicable may be
suspended pending further investigation.

BEARS WOOD/PINEWOOD SITES

The District Board of Trustees and District Public Relations Committee will work
with the District Premises Committee if activated and the Management Teams at
Bears Wood and Pinewood to ensure that their websites and social media platforms
are operated in accordance with all the latest guidance and legislation.

The respective Management Teams are responsible for ensuring that the content of

the Bears Wood and Pinewood websites and social media platforms is up to date,
accurate, relevant, compliant and appropriate. ~ They are also responsible for
ensuring that the terms of this policy are adhered to and followed.

The requirements and expectations for the management and operations of the
Bears Wood and Pinewood websites and social media platforms are identical to
those detailed for Groups, Centres and Sections.

It should be noted that the Management Teams for both Bears Wood and Pinewood
have the right (and responsibility) to remove any individual (or individuals) access
rights to any or all of their platforms in the event of any inappropriate or
unacceptable behaviour.

Additionally, the District Lead Volunteer and or District Board of Trustees have the
right (and responsibility) to close down any District platform which is not being
managed and operated in a professional and responsible manner.
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In the event of any breach of security, inappropriate content being posted on the
Bears Wood or Pinewood website or social media platform then the site must be
immediately closed down and the matter reported to the District Lead Volunteer and
District Chair.

OCCASIONAL/OTHER SITES

The District accepts and acknowledges that there may be other (or occasional)
websites and social media platforms which are set up by an individual (or
individuals) for a specific purpose, event or activity.

Whilst these sites may not have been formally authorised by a Group, Centre or the
District if they are used for any Scouting purpose they are still bound by and obliged
to follow the terms of this document.

IMPORTANT NOTE

This Policy only applies to the Groups, Centres and Units etc which form Croydon
Scouting. Due to boundary changes and other anomalies, there are a number of
other Scouting provisions which fall within the boundaries of the London Borough of
Croydon. Naturally Croydon Scouting has no responsibilities for or jurisdiction over
any of these other provisions.

ALTERATIONS TO THIS POLICY

This Policy will be subject to regular review to ensure that it is up to date and
continues to meet the needs of Croydon Scouting. Any changes that are considered
necessary to this Policy will be recommended to the District Board of Trustees for
their approval at the conclusion of any review.

Version3 Revised 21.06.25 Approved 27.06.25



